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Remote Access Support: Remote troubleshooting and support capabilities
will improve responsivenr'ss and nlinimizc o11-site visits, ultimirtt'ly
reducinB operational costs.

User Administration Tools: It will offer user-friendly tools for user
provisioning, authentication, ancl access control, ensuring secure ancl
efficient user management.

Reporting Tools: Robust reporting capabilities n'ill provide insights into
netr,r,ork performance, resource utilization, and compliance status,
facilitating informtd decision-making.

Asset Managemenh The NMS rvill enable effective, asset tracking and
management, optimizing resource allocation ancl reducing unnecessary
expenditures.

Mobile Applications: Mobile access to netw<>rk management functions
will empower OSC staff to monitor and manage network resources on the
go.

Multi-Factor Authentication: Ensuring secure access to the NlvlS u'ill bc a
priority, and multi-factor autherrticatiorr n,ill Lre a funcl.rmr,ntal securitv
feature.

Scope. - Supply and delivery of eight hundred (800) NMS and RMM

API access: Open APls will allon,seamless integration with other systems
and tools, enhancing overall ICT infrastructure efficiency.

Unlimited SMS Alerts: The NMS will provicle flexible alerting capabilities
through SMS, ensuring that critical events.lrL. promptly communicated tcr

relevant personnel.

To accomplish these objectives effectivelv, the OSG recognize.s the ntcd to
comprehensively renew and upgrade its Netu,ork Managernent System.

TERMS:

1.

Licenses

2- AtsC. -'fhe Appro,,,e,ci Buclget for the Contract (ABC) is Six Million
and Five Hundred Thousand Pesos (P6,50Q000.00), inclusivc of all governnrc.nt
taxes, charges, and other standard fees.

TO ALIT E I\{ QTY

Network Man ment System l Lot 6,500,000,00 6,500,000.00

UNIT
COST

ICTSUBSCRIPTION
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(800 NMS and RMM Licenses)
TOTAL ? 6,500,000.00

Deliuery:

a. All items should be delivered within 10 days of receipt of the
Notice to Proceed.

4. Support and Warrnntrl

The system shall be up and running with availability level
of 99.75'/,' or with one (1) hour anr-l fortv-nine (49) rlinutes
of service downtime per month except for scheduled
clowntime due to entive m;rintr'nancc
One-tenth (1/10th) of one (1%) of the pro-rated ABC for
affected month.

5. Schcdule of Pnrlntent. - To guarantee the performance by the n,inning

bidcier of its obligations under the contract, it shall post a performance security

before the signing of the contract. -fhe performarrct, stcuritv shall be in an amount

not less than the required percentage of the total contract price in anv of the

following forms and in accordance with the following scheclule:

) Cash or cashier's/ manager's check 50t
ssued by a Universal of Commercial Bank.

) Bank draft/ guarantee or irrevocable 5,',,,

etter of credit issued by a Universal or
ommercial Bank; houeutr, it shall be
nfirmed or authenticated by a Universal
Commercial Bank if issucd by a foreign

Warranty 1 vear of updates and support

Local Support
24 X 7 support through phone, chat, and web-remote
assistance for regular antl critical incitlents

SLA

Availability

Rebate

ICT SUBSCRIPTION

'Arrbunt of
Performince Seculity

(Not lese than the
required o/o of the Total

Conkact Price)

Stat€ment of
Compliande

ank.

-1.

Form of Performance Security
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) Surety bond callable upon demand 30o,,ir

ssued by a surety or insurance company
uly certified by the lnsurance
ommission as authorized to issue such
ecurl

All bitl prices shall be consiclered as fixetl prices ancl, thereforc, not 
]

rice cscalation tlurin contract im lementation

I)agr 4

SU

Tht supplier shall be paid in full, subfect to deduction of applicable
taxes, upon the issuance bv the OSC of the corresponcling
Certificate of Acceptance as follows:

tto

Within thirtv (30) days from completion of tht' dc'liverv
and issuance of thc' lnspt'ction and Acceptance, Report
by the OSC and submission of all other required
documents - 95,'{, of tht' contract price.
One (1) year from the issuance of the Inspectiorr and
Acceptance Report by the OSG - 5% of the contract
price.

Com liance
Statement of

6. Qualifcntions of tlrc Supplier:

a) The bidcler must have completed, within tho last three years from

the date of submission and receipt of at lc.ast one (1) single contract

of similar nature amounting kr at least fiftv percent (50'L) of thc

ABC, or the prospective bidder should have completed at least tu'o

(2) similar contracts and the aggregate contract amounts should be

equivalerrt to at least fifty percent (50%) of the AtsC; and the largest

of thesc similar contracts must bc oquivalont b at least half of the

fifty percent (50%) of the ABC as requirecl.

b) The bidder shall submit a valid and current Certificate of

Distributorship/ Dealership/ Ilesellers of the protluct being offcrecl,

issuctl by the principal or rnartui.rcturer of thc protluct (if biddc'r is

not the manufacturer). lf not issuerl bv thc manufacturer, must also

submit certification/ clocument linking bidder to thr: manufacturcr.

c) Thc bieldcr shall have at least'Ihree (3) Irersonnel tlrat can support

tlre solution being offt'red ll'ith.r ccrtiiication.

TERMSOFPAYMENT
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7. Applicable provisions of the Government Procurement Reform Act
(RA No.9184) and its Revised lmplementing Rules and Regulations (RIRR) shall
form part of the Terms of Reference.

Technical Specif ications:

Solution should be able to monitor system
perfornlance such as CPU, Memory, Disk and
Bandwiclth Utilization
Solution shoulcl be able to monitor hardrvare
antl software chan CS

Solution shoulc'l be able to monitor IP rlt'r,ices
u time and tlowntime
Solution should be able to monitor Windows,
VMware, Mac antl Linux

Ceneral
Features

Solution should be able to trigger an alarm, file
a ticket, send an email and run a procedure
whc'n an alert is detected

Solution should identifv device roles
automatically; identified basecl on clevice
characteristics

Provides user-
defined real-
time
monitoring.

Supports NetFlow, jFlow, sFlow, IPFIX

Solution shoulcl be able to display nronitoring
in a dashboard
Solution should be able to provit{e reports of
tri erccl a lcrts

Monitor sets

Solution should be able to monitor processes
and services

Solution supports Port status, port map
monitorin and SNNIP tra

Solutiorr shoultl be able to provicie seamlL'ss
navigation and provide detailc'r--l statistics anc-l

status listed in the systenrs

Alerts

Event Log Alerts

PERFORMANCE AND NETWORK MONIIORING

SPECIFICATIONS

SNN{P sets

|_

coMPrY/
NOT

COMPLY
ITEM



Tenns of Reference
N ehtork Mata Se,nent Sy st.,tl

Page 6

System check

Log monitoring

Monitoring of IP Devices

Monitor changes in the configuration of the lT
svstem and provides alerts if a change has
occurred.
Provides alerts via tickets, email, dashboard or
run a procedure.
Alert on specific file changes;lnd protection
violations. Monitor devices online/ offline
status
Monitor system performance (CPU, Disk Space,
Memory)

Monitor Processes

Monitor Services

Monitor Hardware and Software Clranges

Alert message ancl recipient configuration

Automated
Network
Discovery

Automatically discover all network devices
\

Dashboard

Offers view of alerts summarv per systr:m
(device)

Ability to group svstems toSether

Customize' alerts

Clickable Dashboards

01- I I LR I M P O RT. A NI' f f rl 7.tl/lES

Deplov Agent Ilemotely thru Active Directory

Deploy Agent via URL Link and can be
distributed thru corporate email notification
Deploy Agent using 3,J partv application/ tool
Deploy Agent thru distribution of copies using
erny medium (like USB drive, CD etc.)

Deployment

Deploy Agent thru sharing of URL Iink in the
corporate authorized conferencing tool

_.1

I

AGENT DEPLOYMEIIT'
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Hardrvarr,

Deplov Agt,nt thru sharing of clow,nlo;rr.lc.ci filt'
in the corporirte on-prremise reprository to avoitl
USIII c0 rate internet banclwidth

Offers comprehensive audit of each system -
Hardware, Software lnvento
Solution shoulcl be able to inverrtorv h.rrclrv.rre
informatiorr such as:

Can Bind Administrator Credential inside the
Agent packageAgent

Installer Can Automatically group machine base in
Agent package

Windows 8/8.1/10 and future windows OS
release
Windows Server 2008/2008 R2/ 2l-12 / 2012
R2/2016 ancl future Window,s St,r"'er releases

Apple OS X version 10.7.5 through 10.9 or
above.
Netwcrrk Devices - Routers, Srvitches, Printers
and other I P-bascd devices.

Workstations,
Servers
Platform
suPPorted

Anv SNMP enabled de'vicr'

Create IT Procedures/ Scripts.

Automatically distribute procedures to manage
machines, groups of machinL.s within a Local
Area Network and/or Remote svstenls.

Procedure
Creation

Able to run CMD, PowerShell, Batch File, VB
script, Java Scripts, ShellScripts commancls in 32

and 6.1 bit analogy

Automated
Rtmecliation

D lo ment

Scheduling

Application

Automaticallv run procedure's triggerecl by an
alert (via Real-time monitoring of critical
applications, services, event logs) offerirrg
autonlatr.d renrediation of issues.

Schctiule procedures to run .rutom.rticaIlv

Deploy Microsoft and non-Microsoft
J lications
Deploy and enforce system policies,
configuration. e.9., block control panel, block
USBs via Machine, groups of Machine u,ithin a

Local Are.r Network anLl Renrote s
Autonratically get antl distribute filt's to antl

t s tc lns.

from s stems connected locall and remotel

I\{ a n.r

Policy
Enforcement/
Configuration

File
Distribution

INVENTORY,.A$SET DISqOVERY AND AUDIT

AGENT PROCEDURE

SUPPORTED DEVICES

Invent
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Software
inventory

System lnformation (Manufacturer, Device
Name, OS Version, Model, Product Key, Serial
Number)
Chassis (Chassis Manufacturer, Chassis Type,
Chassis Version, Chassis Serial Number,
Chassis Asset Tag)
Netu,ork lnformation (lPv4 Addrc'ss, IPv6
Address, Subnet)
Mask, Default Gateway, Connection Cateway,
Country, IP
lnformation Provider, MAC Address, DHCP
Server, DNS server
BIOS Information (Vendor, Version, Release
Date)
CPU/ RANI lnformation (Processor
Manufacturer, Processor Fan'rilv, Processor
Version, Numbcr of Physical and Logical Cores,
CPU Speed, CPU max Speed, RAN'I, Iv{ax

Memorv Size, Max Memory Slots)

On Board Devices

Port Conrrectors

Memorv Devices per SIot

System Slots

Printr.rs Installc'd on thc svstenl

PCI arrd Disk Hardu,a

Disk Volumes

Disk Partitions

Disk Shares

Netu,ork Adapters (Name/Brand, Throughput)
Solution should be able to inventory software
information such as
Software Licenses (Publisher, Title, Product
Key, License Key, Version)
Installed Applications (Application,
Description, Version, Manufacturer, Product
Name, Direc Path, Filc' Size, Last Modified
Add/ Renrove (Application Nanre, Uninstall
Strin
Startup Apps (Application Name, Applicatiorr
Commantl, User Namc

l
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Security Products (Product Type, Product
Name, Manufacturer, Version, Active, Up to
Date)
Solution shoulci be able to inventory system
information such as

Disk volume information inclucling drive' letters

lP information

Space available, volume Iabels

PCI and drive hardware information including
models, and user editable notes for each device

System
Information

Custom Fields

CPU ancl RAM information with specifics on,
CPU speeds, models, number, and ram
installed,

Printer information with Name, Port and Mot'lel

Can adtl additionaI information Manuarllv or

Systenr Compatibility. Whether, the appl1661i61
is agent-based or agc.nt-less it should have a less
impact on the performance, stabilitv ancl
compatibility with the current opL'ratinB
environment especially if this w,ill be tleploved

number of assets or machines.across tr lar

Au tom.rticall

Cross-platform support to patch Wintlow,s, Mac

Ease of deploynrent and maintenance. The
easier the patch management solution is to
deploy and maintain, the lower the
implemerrtation and ongoing mainte.nance costs
to the organization.
Solutiorr shoulcl be able to support non-
Microsoft products for patching and is able to
do seamless deployment of patches - similirr

and Lir.rux o stems.)t s

a roach to a Microsoft a licatiorr.

Ceneral
Features

Solution should use peer to peer technologv in
de I t-t atches
Solution should be abk'to autom;rticallv
tlownlo.rtl Internet Basccl p.t tches rv i thtiu t

worrying network congestior.r, cven machines
without direct access to Microsoft.
Solution shoulc-l be able to support patching
heterogeneous endpoints such as laptops,
,.lcs rs, and virtual machines

PATCHMANAGEMENT
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Solution should have the capability to selL'ct

type of patch to be downloaded (Critical,
Security, hotfix, etc.)
Solution should have the capability to schedule
a u,orkstation/ sen,er reboot whc.neve'r patch
retluires a reboot.
Solution should be able to completely automate
patching process.
Solution should be able to re'r,ert cieployetl
patch.

Solution has thc'capability to create patch
groups
Solution should be able to create test groups to
test patches on a small number of endpoints
before approving them for deployment.
Solution should provide alerts / warnings like
or not limited to email notification for new
patches
Solution should be able to monitor direct patch
fix of applications on the server.
Solution should provide description of the

Solution should be able to notifv users about
ment via notification lvinllorvtch cle lo

Manage
Machines

Manage
Updates

Audit Trail and Report. The solution should be
able to provide a comprehensive logging
facili
Reports should be readily available on an on-
clemantl or per need basis that will help thc,

.rdministrator keep track of the status of
softw,are'fixes and patches on intlivitlual
svsterns. Ileport can also be customizecl, or
tailored fit based on the requirement on-hand.
Solution should provide reports not limited to
u pda ted antl outdatecl encl poi nts, successf u I

ernr--l unsuccessful patch count, piltch st.ltus per
ctrtl oint or !'r batch etc.u

Offers Scan machine, Patch status, Schedule
scan, lrritial ant] automatic updates, Prt'/ Post

roceclure, Machine H istcr

Abilitv to N,lachine/ Patch updirtes,

Provic-lcs llollback

Cancel Update s

Create/Delete Policies
Patch Policy

Approval b_v Policy

t-Pelih



Tenns of Reference
N ehoork Manageuett Systern

I'agc 11

Knowledge Based Overricle

Automatic and
recurring
patch scans

Secured or ad-hoc, Scans networks for installecl
and missing security patches, detects
vulnerability, determines n,hich patches are'

needed.

By computer, group or user defined collections
of computers
Automates the tedious process of researching,
identifies which patches are installetl ancl tlate.

installed, Monitors and maintains patch
compliance for entire enterprisc

Centralized
Managemt'nt
of Patches

Does not re,quire multiple patch servers

Ensures that all systems are protected, even
remote users on laptops and rvorkstations

Allolvs implementation across entirc netw,ork

Always know what patches and security holes
reside on each user's system

Patch approval
Approve or deny selected patches

Select by user defined computer collections

Automated
patch
deplovment

Schedule by time, computer, group or user
defined collections of computers
Simultaneously deploy all required patches
across operating systems

Single rollout strategv and policv enforcement

Maxinrize uptime

Interactive
patch
management

Select to deploy by patch or by computer

Select individual computers, groups or user
defined collections of computers
Ad-hoc simultaneous deplovment of se'lected
patches

Across operating systems

Across locations

Flexible
configuration

Patch file, location, Patch file lrarameters

Reboot actions and notifications, By computer,
group or user defined colle,ctions of computers

Saves bandwidth, Security and policv control
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Comprehensiv
e reports

Graphical with drill-down, User defined

Scheduled, E-mail notification

Export to HTlvlL, Excel or Word

Alerting

Can Approve/ Reiect Specific CVE, Product, or
Venclor

Solution should be able to run procedure.s
triggered by an alert (via rr.al-time monitoring of
critical ;rpplications, services, e'vc'nt logs)
offering automatec-l remecliation of issues
Solution should be capable to create customized
lT Procedures / Scripts or use pre-configured
procedures
Solution should be able to support execution of
CMD, Powershell, Batch File, VB Script, Java
Scripts, ShellScripts
Solution should be able to easilv deploy 3rd

Winclou,s

arty applications

IVIAC
Cross-
platform
support

Linux

Patches for 3rd party software is included, if
made available by 3rd-party software package
developers

Scan arnr'l Anerlvsis Ove'rriclc

3rd-Party Software: at least a minimunr of '135

thircl party applications can be patche,d

Deployment

Profile base
policy

Can Approve, Review ancl Reject Patch impact
(Critical, Critical, Older than 30 tlavs,
Recommended, Virus Remova[)

Schcdule (Daill;, Weeklv, N'[onthlr')

Can Approve/ Reiect Sptcific KB Ovcrridc

Car-r Approve/ Rc,ie'ct Specific N.{S Overridt,

Scan and
Analysis

Override

SOFTWARE MANAGEMENT
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3rd-Party
Software

Deploy popular 3rd-party software packages for
Windows systems

Reboot Options

Deployment

Warrr user and wait for x min ancl then reboot

Reboot inrmediatelv after uprlate

Ask user about reboot and offer to delav

Ask permission, if no response in x min reboot

Skip reboot

Do not reboot after upclate, send email

Schedule: Daily, Weekly, Monthly

Alerting

New, patch is available

l)eplovment fails

OS Auto Update changed

Create Alarm

Create Ticket

Email Recipients

Management

Ceneral
Features

Run a lrrocetlure

Clickable Dashboarr"l

Patch Approval

[).rtch I Iiskrry

Solution should be capable of remoting a

Solution should be able to set remote control
policies such as Silent take control, ask

rmission, approve if no one' is I r,l in,

require pc'rmission, denietl if no ont'is logge'd in

Solution should be able to record a remote
session

m.rrragetl machirrc

..REMOTEACCESS
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Solution should be able to access thr'command
prompt w,ithout disturbing the user
Solutiorr shoultl be able to access and modifv the
registry, services and processes r\,ithout
disturbing the user
Solution should be able to get audit information
of the re'mote system without disturbing the
user

Can do remote using a mobile application

Access to Command Prompt

Access to Asset Summarv

Access to Registrv

Access File Manager (Download, Ilename,
Delete, Move. Copy,

Upload)

Access to Task manager

Access to Processes

Access to Services

Easy administration of users and policies

Access computers from anywhere

Capability to
access remote
systems
without
disturbing the
user

Passlvord protected

Access computers from anyn,hero

Private Remote-Control Sessior.r for Winclows

Remote Control Session is Logged

Supports Keyboard Mapping and Short-cut

Supports N{ultiplt' N'lor.ritors

Secure Communications

Provide the end user control and securitt, to
enable or disable remote control functions until
granted approval

REPORTINC Detailec-l list, table ancl graphic style reports
REPORTS AND ALERTING
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Feature

Access
Management

Ability to group systems

Assign Aclmin users

Ability to assign roles, scope ancl groups to
Admin Users

Ihgc 15

Harclu,arc ancl Software Inve'ntorv

Disk Utilization

License Usage and Compliance

Network Usage and Statistics

Schedule Reports for Automatic Distribution

Distribute automatically to selected e-mail
recipients

Report for all, groups or specific conrputL'rs

Detailecl filtering ancl content selection

Acld ou,n logo

Save reports with selected parameters for reuse

Export report data to readable formats

Capable of sending Unlimited SMS Notifications
'rvith no extra cost

Capable of email notifications

ALERTINC

Capable of sending unlinrited SN'IS Notific.-rtions
rvith no extra cost via a built-in SNIS gattn,av

Capable of email and mobile app notifications
avoiding delays from in ti()11s

Solution should be able to limit the access to its
module and visibility of nrachines pcr user
Solution should be able to propagate p'rolicics

automaticallv lvithout further user intervention
once policies are assignecl to machinc.s, machine.
group or organization
Solution should be able to proviclt, courpliance

rts of r.nforccd sccuritics antl olicies

Multi-tenant Capablc

ADMINISTRATION
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Logs activities of Users using the svstem

Abilitv to access Admin svstem rL'nlotelv

Ability to manage, monitor local and remote
systems in a single console (w,ithout the need for
a private connectivity).Centralized

Management Ability to deplov policies, and monitoring
definitions to both local and remote svstems
using a single console.

Compliance with HIPAA, PCI, and SOC II

Remote control sessions to end-user
machines/ servers are encrypted.
Accc.ss to the user and admin $,eb interface is
encrvpted using industrv-accepted stanclartis

System
Security

Has built-in 2-factor authentication and OTP

Have main resolvc'r in the svstem
Single-pane RN'[M integration
Abili to create another ticket resolver
Abili to create end-ust'r ticket u(]stor
Can mana the status of the ticket
Can se't ticket status and status label (new, opcn,
pending, waiting, paused, resolvetl)
Automatic creation of tick€'t thru email
lntegration with external ticketing tool through

Can scnd real time u;rdate.s thru active chat
Can set

puslr cnr.ril
Can add contacts bv registt'ring r'mail lclcl resses

riorities to low, meciium, hi h or nont'
Can copy furnish email addresses for

Can set ticket type wht,ther protrL,rl, question,
incir.le,nt, task clr none
Carr delt' tc tickct assi

Can search ID number of tickcts
Can set severi of the ticket

Ticketing

Ca ble of automatic resolution of inciderrt
Vien'ablt source of the tickets
Searchirble filters such as ticktt ID, organization,
rcquestors, prioritv, sevt ritv, status, tlirtc ;.rncl

ta

Automatic identification of device re.questor
Custornizable organization structures of
requestor

of the tickctC.rrr se t tags

l)t()nit()r'inrr

---i_-



Tenns of Reference
N etwork M anagern ent S Vst e t

I)age 17

Capable of public and private replies
Can see the logs of the ticket
Can attach file on the tickct
Can add a link on the ticket
Can set location or c-lepartment
Can see the deletetl tickets
Can View, tickets assigned to a particular
resolver
Can vieu, all open tickets
Can view unassigned tickets
Can view, reject and approve pencling tickets
sent via email
Can create and customize domain for ticketing
servlce
Can configure timeframe for "resolved tickets"
to "close" status
Can configure SLA timers
Configurable start of ticket numbers
Allow, end-users and contacts to attach files on
the ticket
Allows options for authentication to vit'rv
attached file in the tickt't
Corrf i gurable technic;rl email re.sponse c'itlrer
public or private
Can configure systray help request
Can set ancl file event-based triggered tickets
Can set and file time based triggered tickets
Can cretrte ticket forms
Can create multi le resolvers
Can enerate re rts

rr ticket re rts
Pe ntlin ort
liesolution time re rts

ticket volunre re rl
Acceesibility

Acccssible through the progranr's u,eb-based
application

Ease of Access
Accessibk' through the program's ntobile
application and shall be 100'li, similar
functionalit -wise to the web-basecl a lic;rtion

llcsolved tickets report
- Icchrician tickt'l L'ific it'r rcr rL.port
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