OFFICE OF THE SOLICITOR GENERAL

I 05G Building, 134 Amorsole St Legaspi Village, Makati City
Tel. No. B988-1674 local 777; BB36-3314/Telefax No, 8813-1174

CLOUD PLATFORM FOR OSG

Government of the Republic of the Philippines | |

|OSG PR No. 023-04-070 '

Sixth Edition
July 2020




Table of Contents

Glossary of Acronyms, Terms, and Abbreviations .....ccccvvceiiiiiniiiiicaniad
Section L Invitation to Bid. ......cceververvrvnnrarnnrans SRR .
Section 1L. Instructions to Bidders...ciccciviiiiiiiiiiionisnisissinnnrosssssssasis 10
Funichibng FElbimaed . . . v v roocsmusipunismmimisais s L e sty e
Bidding chmﬁ:menls R o e e
Corrupt, Fraudulent, f_ﬂllusm and D.H..n.!wf F‘r&-::{lu:h I
LR BEIAER. . s i i i Fmch R s SR R I
NN RO, o acsin i S A s A A R i e v R
e O ORI v o i B A B 12
Clarification and Amendment of Bidding Documents ........oooeiinniianrivenennn 12
10.  Documents comprising the Bid: Eligibility and Technical Components .............13
1l.  Documents comprising the Bid: Financial Component ........ccoooooiviinnincirncon 13
(3. Bidand Payment CUrTencies ... oo i s i ssiasgs s spsniiiaam dinsisssssivigens 1
14.  Bid Security .. R s S SR e e R b e ka1
15. Sealing and Marklng of Bld:- ............................................................... 14
16.. 'Deadline for SubmisSion OF BAEE . ...covive visrmissrrsire s ieset ss pans it sisrissssise 15
17.  Opening and Preliminary Examination of Bids ... ..oc.ooiiiioiiiiiin e 15
IR IR TR T, oo ik s v R R K RS R B S YRR 15
19.  Detailed Evaluation and Comparison ol Bids _......ooooviiirminnmrrisrmmsrmssrnn: B &
2N OB IR - s s i st kT A R R T e s ek T
2L Sy OT e COnERRY « s s it s e s i e e iaiias oo T

Stcti““ I-Elf Bi'd Datﬂ Shﬂt LR R R R R R I I I I I IR EEEE SRS EES R ET R lT
Section 1V, General Conditions of Contract ..ovveveveeeerrersmsmrsmmmennssnssesesdl)

L. Scope of Contract | e R B e N o b M i m i L
Advance Payment und rl Erms {}I'Fa}mc ni .,

b e R = T R s O

Performance SOCUITLY .iconvviesinrrrmmnsnisssng
Diispecthon Amd TeBtE ..c.onuiveciinmine insminniinmnsisisisin
Warranty ..

Liability ﬂf'thr: iup]:lher A R SN A i A
Sﬂ:tlnﬂ V. Special Cnnditlnns uf Cuntmct ........................................ 23
Section VI. Schedule of Requirements .......ccooivnvieniensennens PR PE AT Py 28
Section VIL Technical Specifications .....cocvvmeiiresisiinsimnsrsssmmns. 29
Section VIIL Checklist of Technical and Financial Documents ..............44

g b pa

:_JI
e e I

| R T ]
]

=

(3]



Glossary of Acronyms, Terms, and
Abbreviations

ABC — Approved Budget for the Contract.
BAC — Bids and Awards Committee.

Bid - A signed offer or proposal to undertake a contract submitted by a bidder in response to
and in consonance with the requirements of the bidding documents, Also referred to as
Proposal and Tender. (2016 revised IRR, Secticn 5[c])

Bidder — Refers to a contractor, manufacturer, supplier, distributor and/or consultant who
submits a bid in response to the requirements of the Bidding Documents. (2016 revised IRR,
Section 3[d])

Ridding Docoments — The documents issued by the Procuring Entity as the bases for bids,
lumnishing all information necessary for a prospective bidder to prepare a bid for the Goods,
Infrastructure Projects, and/or Consulting Services required by the Procuring Entity. (2016
revised IRR, Section 3[e])

BIR - Bureau of Internal Revenue.
BSP - Bangko Sentral ng Pilipinas,

Consulting Services — Refer to services for Infrastructure Projects and other types of projects
or activities of the GOP requiring adeguate external technical and professional expertise that
are beyond the capability and/or capacity of the GOP to undertake such as. but not limited to:
(i) advisory and review services; (ii) pre-investment or feasibility studies: (iii) design; (iv)
construction supervision, (v) management and related services; and (vi) other technical
services or special studies. (2016 revised IRR. Section 5[i])

CDA - Cooperative Development Authority.

Contract — Refers 10 the agreement entered into between the Procuring Entity and the
Supplier or Manufacturer or Distributor or Service Provider for procurement of Goods and
Services; Contractor for Procurement of Infrastructure Projects; or Consultant or Consulting
Firm for Procurement of Consulting Services: as the case may be, as recorded in the Contract
Form signed by the panies, including all anachments and appendices thereto and all
documents incorporated by reference therein,

CIF - Cost Insurance and Freight

CIP - Camiage and Insurance Paid.

CPI1 - Consumer Price Index.

DDP - Refers to the quoted price of the Goods, which means “delivered duty paid.”



DTI - Department of Trade and Industry.
EXW — Ex works,
FCA - “Free Carrier” shipping point.

FOR - “Free on Board” shipping point.

Foreign-funded Procurement or Foreign-Assisted Project- Refers 1o procurement whose
funding source is from a foreign government, foreign or international financing institution as
specified in the Treaty or Intemational or Executive Agreement. (2016 revised IRR, Section
s[b]).

Framework Agreement — Refers to a written agreement between a procuring entity and a
supplier or service provider that identifies the terms and conditions, under which specific
purchases, otherwise known as “Call-Offs," are made for the duration of the agreement. It is
in the nature of an option contract between the procuring entity and the bidden(s) granting the
procuring entity the option to either place an order for any of the goods or services identified
mn the Framework Agreement List or not buy at all, within a minimum pericd of onc (1) year
10 a maximum period of three (3) vears. {GPPB Resolution No, 27-2019)

GFI - Government Financial Institution,
GOCC - Government-owned and’ar ~controlled corporation.

Goods — Refer to all items, supplies, materials and general support services. excepl
Consulting Services and Infrastructure Projects. which may be needed in the transaction of
public businesses or in the pursuit of any povemment undertaking, project or activity,
whether in the nature of equipment, fumiture, stationery, materials for construction, or
personal property of any kind, including non-personal or contractual services such as the
repair and maintenance of equipment and fumiture, as well as trucking, hauling, janitorial,
security, and related or analogous services, as well as procurement of materials and supplies
provided by the Procuring Entity for such services. The term “related” or “analogous
services” shall include, but is not limited w, lease or purchase of office space, media
advertisements, health maintenance services, and other services essential to the operation of
the Procuring Entity. (2016 revised IRR. Section 5[r])

GOP - Government of the Philippines.

GPPB - Government Procurement Policy Board.

INCOTERMS — Intemnational Commercial Terms.

Infrastructure Projects - Include the construction, improvement, rehabilitation, demolition,
repair, restoration or maintenance of roads and bridges, railways, airports. SEapts,
communication facilities, civil works components of information technology projects,

irrigation, flood control and drainage, water supply, sanitation, sewerage and solid waste
management systems. shore protection, energy/power and electrification facilities, national



buildings, school buildings, hospital buildings. and other related construction projects of the
government. Also referred to as oivil works or works, (2016 revised IRR, Section 5[u])

LGUs - Local Government Units,

NFCC - Net Financial Contracting Capacity.

NGA — National Government Agency.

PhilGEPS - Philippine Government Electronic Procurement System.

Procurement Projeet — refers 10 a specific or identified procurement covering goods,
infrastructure project or consulting services, A Procurement Project shall be described,
detailed, and scheduled in the Project Procurement Management Plan prepared by the agency
which shall be consolidated in the procuring entity's Annual Procurement Plan. (GPPB
Circular No. 06-2019 dated 17 July 2019)

PSA — Philippine Statistics Authority.

SEC — Securities and Exchange Commission,

SLCC - Single Largest Completed Contract.

Supplier — refers to a citizen, or any corporate body or commercial company duly organized
and registered under the laws where it is established, habitually established in business and
engaged in the manufacture or sale of the merchandise or performance of the general services
covered by his bid, (ltem 3.8 of GPPB Resolution No, 13-2019, dated 23 May 2019).
Supplier as used in these Bidding Documents may likewise refer o a distributor,

manufacturer, contractor, or consultant

UN — United Nation



Section 1. Invitation to Bid
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Republic E‘|F1.|:Ii:' Philippines

@ffice of the Solicitor General

g Bldg. B34 Amarsoln 51, Legespe Village, Makais Cin
Ted Mo BIAE-16Td loc. TTT. & BEI6=13 14, Tolelon e AR13=01-Td
Wihestié wwin g pov.ph

INVITATION TO BID FOR

PROCUREMENT CLOUD PLATFORM FOR 0O5G

The Office of the Solicitor General, through the FY 2023 National Expenditure
Program intends to apply the sum of Two Million Seven Hundred Fifty Thousand
Pesos Only (Php2,750,000.00) being the ABC to pavments under the contract for
Procurement Clond Platform for OQ8G / OSG PR Mo, 023-04-070, Bids received
in eéxcess of the Approved Buodget for the contract (ABC) shall be automatically
rejected ot bid opening.

The OSG now invites bids for the above Procurement Project. Delivery of the
Goods is required by within 10 days upon receipt of NTF for One (1) Year
Contract. Bidders should have completed, within three {3) years from the date of
submission and receipt of bids, a contract similar to the Project. The description of an
eligible bidder is contained in the Bidding Documents, particularly, in Section [
(Instructions to Bidders).

Bidding will be conducted through open competitive bidding procedures using a non-
discretionary “pase/fmil” criterion as specified in the 2016 revised Implementing
Rules and Regulations (TRR) of Republic Act (RA) No. 9184,

Bidding is restricted tw Filiping citizens/sole proprictorships, partnerships, or
organizations with at least sixty percent (60%) interest or outstanding capital stock
belonging 1o citizens of the Philippines, and o citizens or organizations of & country
the laws or regulations of which grant similar rights or privileges o Filipino citizens,
pursuant to RA No, 5183,

Prospective Bidders mav obtain further information from OSG and inspect the
Bidding Documents at the address given below during Monday to Friday 8:00am to
S:00pm.

A complete set of Bidding Documents may be acquired by interested Bidders from
Monday 1o Friday, between 8:00am to 5:00pm starting 3 May 2023 until 10:30am of
23 May 2023, from the given address and websiteis) below and upon payment of the
applicable fee for the Bidding Documents, pursuant to the latest Guidelings issued by
the GPPB, in the amount of Five Thousand Pesos (PhpS.000.00). Interested bidders
may purchase the hidding documents by depositing the amount of Five Thousand
Pesos (PhpS000.00) with the OSG Trust Fund 101 Account Number 1502-1016-
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23, Office of the Solicitor General, Land Bank of the Philippines, Paseo de Roxas
Branch, Makati City and submitting the proof of deposit at fms@osg.gov.ph, or by
paying directly with the Cashier’s Office at the Office of the Solicitor General, 134
Amorsolo Street, Legaspi Village, Makati City.

The OSG will hold a Pre-Bid Conference open to prospective bidders on 9 May
2023 @ 10:30am at the 4™ floor, Torres Division, Montepino Building, 138
Amorsolo St., Legaspi Village, Makati City and/or through video conferencing or
webcasting via Microsoft Teams.

Bids must be duly received by the BAC Secretariat/Procurement through manual
submission at the office address indicated below on or before 10:25am of 23 May
2023. Late bids shall not be accepted.

All Bids must be accompanied by a bid security in any of the acceptable forms and in
the amount stated in ITB Clause 14.

Bid opening shall be on 10:30am of 23 May 2023 at 4" floor, Torres Division,
Montepino Building, 138 Amorsolo St., Legaspi Village, Makati City and/or via
Microsoft Teams. Bids will be opened in the presence of the bidders’ representatives
who choose to personally attend the activity.

Prospective Bidders are required to submit (1) one additional hard copy of their bid as
allowed in ITB Clause 15.

Also, for purposes of videoconferencing, prospective bidders are advised to provide
their email addresses not later than thirty (30) minutes before the activity at the email
address below. While the BAC can conduct face-to-face pre-bid conference and
opening of the bids amidst the quarantine imposed by the National Government,
prospective bidders are enjoined to send only one (1) representative so that health and
safety protocols can be properly observed.

The OSG reserves the right to reject any and all bids, declare a failure of bidding, or
not award the contract at any time prior to contract award in accordance with Sections
35.6 and 41 of the 2016 revised IRR of RA No. 9184, without thereby incurring any
liability to the affected bidder or bidders.

For further information, please refer to:

Israel C. Dalluay
ADMIN Division — Procurement Section / BAC Sccretariat
Office of the Solicitor General

OSG Building, 134 Amorsolo St., Legaspi Village, Makati City 1229

E-mail Address: osg.procurement2@gmail.com and/or rfq.osgprocurement@gmail.com
Tel No. (02) 8988-1674 loc. 777 / (02) 8836-3314 / Tclefax No. (02) 8813-1174

Website: www.osg.gov.ph

You may visit the following websites:

For downloading of Bidding Documents: https://osg.gov.ph/page?call=proc-biditems



Dipte ol lssue: My 3, 2023

Avsistant Soliciior Cheneral
Chalrperson, Bids and Awands Committes



Section 1. Instructions to Bidders



1. Scope of Bid

The Procuring Entity, the Office of the Solicitor General, wishes to receive Dids for
the Procurement Cloud Platform for OSG, with identification number OSG PR
No, 023-04-070,

The Procurement Project Procurement Clowd Platform for OSG is composed of 1
Lot, the details of which are described in Section V11 (Technical Specifications).

2. Funding Information

1.1, The GOP through the source of funding as indicated below for FY 20213
National Expenditure Program in the amouni of Two Million Seven
Hundred Fifty Thousand Pesos {Php2,750,000.00)

22, The source of funding is:

a. NGA, the FY 2023 National Expenditure Program,

3. Bidding Reguirements

The Bidding for the Project shall be governed by all the provisions of RA No, 9184
and its 2016 revised IRR, including its Generic Procurement Manuals and associated
policies, rules and repulations as the primary source thereof, while the herein ¢lauses
shall serve as the secondary source thereof,

Any amendments made to the IRR and cther GPPB issuances shall be applicable only
tt the ongoing posting, advertisement, or IB by the BAC through the issuance of a
supplemental or bid bulletin.

The Bidder, by the act of submitting its Bid, shall be deemed to have verified and
accepted the general requirements of this Project, including other factors thar may
aftect the cost, duration and execution or implementation of the contract. project, or
work and examine all instructions, forms, terms, and project requirements in the
Bidding Documents.

4.  Corrupt, Fraudulent, Collusive, and Coercive Practices

The Procuring Entity, as well as the Bidders and Suppliers, shall observe the highest
standard of ethics during the procurement and execution of the contract. They or
through an agent shall not engage in corrupt, fraudulent, collusive, coercive, and
obstructive practices defined under Annex “I"™ of the 2006 revised IRR of RA No,
9184 or other integrity viclations in competing for the Project.

5. Eligible Bidders

3.1, Only Bids of Bidders found to be legally, technically, and financially capable
will be evaluated,

5.2, Foreign ownership exceeding those allowed under the rules may participate:
I



i, When a Treaty or International or Executive Agreement as
provided in Section 4 of the EA No. 9134 and its 2016 revised
IRR allow foreign bidders 1o participate:

ii.  Citizens, corporations, or associations of a country, included in
the list issued by the GPPB, the laws or regulations of which
grant reciprocal rights or privileges to citizens, corporations, or
associations of the Philippines:

iii.  When the Goods sought to be procured are not available from
local suppliers; or

iv.  When there is & need 10 prevent situations that defeat competition

o restrain trade.

5.3, Pursuant to Section 23.4.1.3 of the 20016 revised IRR of RA No. 9184, the
Bidder shall have at least one (1) contract similar to the Project (SLCC) the
value of which, adjusted to current prices using the PSA’s CPl must be at
least equivalent to:

. at least fifty percent (50%) of the ABC.

54.  The Bidders shall comply with the eligibility eriteria under Section 23.4.1 of
the 2016 IRR of BA No. 9184,

Origin of Goods
There is no restriction on the origin of goods other than those prohibited by a decision

of the LN Security Council taken under Chapter VII of the Charter of the UN, subject
to Domestic Preference requirements under ITH Clause [8.

Subcontracts

7.1, The Procuring Entity prescribes that: Subcontracting is not allowed.

Pre-Bid Conference

The Procuring Entity will hold a pre-bid conference for this Project on the specified
date and fime and either al its physical address and'or  through
videoconferencing/webcasting) as indicated in paragraph 6 of the 1R,

Clarification and Amendment of Bidding Documents
Prospective bidders may request for clarification on and/or interpretation of any pan

of the Bidding Documents. Such requests must be in writing and received by the
Procuring Entity, either at its given address or through electronic mail indicated in the



IB, at least ten (10} calendar days before the deadline set for the submission and
receipt of Bids.

10, Documents comprising the Bid: Eligibility and Technical Components

10.1.

10.2.

0.3,

The first envelope shall contain the eligibility and technical documents of the
Bid as specified in Section V111 (Checklist of Technical and Financial
Documents).

The Bidder's SLCC as indicated in ITB Clause 5.3 should have been
completed within three (3) years prior 1o the deadline for the submission and
receipt of bids.

IT the eligibility requirements or statements, the bids, and all other documents
for submission to the BAC are in forcign language other than English, it must
be accompanied by a translation in English, which shall be authenticated by
the appropriate Philippine foreign service establishment post, or the
equivalent office having jurisdiction over the foreign bidder's affairs in the
Philippines. Similar to the required asthentication sbove, for Contracting
Parties 10 the Apostille Convention, only the translated documents shall be
authenticated through an apostille pursuant to GPPB Resolution No, 13-2019
dated 23 May 2019. The English translation shall govern, for purposes of
interpretation of the bid.

11. Documents comprising the Bid: Financial Component

Ll

1.2,

§ #r

1.4

The second bid envelope shall contain the financial documents for the Bid as
specified in Section VIII (Checklist of Technical and Financial
Documents).

If the Bidder claims preference as a Domestic Bidder or Domestic Entity, a
cerlification issucd by DT shall be provided by the Bidder in accordance with
Section 43.1.3 of the 2016 revised IRR of RA No. 9184,

Any bid exceeding the ABC indicated in paragraph | of the IB shall not be
accepied.

For Foreign-funded Procurement. a ceiling may be applied to bid prices
provided the conditions are met under Section 31.2 of the 2016 revised IRR of
EA No, 9184,

12, Bid Prices

12.1.

Prices indicated on the Price Schedule shall be entered separately in the
following manner:

a. For Goods offered from within the Procuring Entity's country:

i, The price of the Goods quoted EXW (ex-works, ex-factory, ex-
warghouse, ex-showroom, or off-the-shelf, as applicable):

13



ii.  The cost of all customs duties and sales and other taxes already
paid or pavable;

iil. I'he cost of transportation, insurance, and other costs incidental wo
delivery of the Goods to their final destination: and

iv. The price of other {incidental) services, if any. listed in e.
b,  For Goods offered from abroad:

L Unless otherwise stated in the BDS, the price of the Goods shall
be quoted delivered duty paid (DDP) with the place of destination
in the Philippines as specified in the BDS. In quoting the price,
the Bidder shall be free to use transportation through carriers
registered in any eligible country, Similarly, the Bidder may
obtain insurance services [rom any eligible source country,

.  The price of other (incidental) services, if any, as listed in
Section VII (Technical Specifications).

13. Bid and Payment Currencies

13.1.  For Goods that the Bidder will supply from owtside the Philippines, the bid
prices may be quoted in the local currency or tradeable corrency accepied by
the BSP at the discretion of the Bidder. However, for purposes of bid
cvaluation, Bids demominated in foreign currencies, shall be converted to
Philippine currency based on the exchange rate as published in the BSP
reference rate bulletin on the day of the bid opening.

13.2. Payment of the contract price shall be made in:
a. Philippine Pesos.
14. Bid Security
14.1. The Bidder shall submit a Bid Securing Declaration' or any [orm of Bid
Security in the amount indicated in the BDS, which shall be not less than the
percentage of the ABC in accordance with the schedule in the BDS.,
14.2. The Bid and bid security shall be valid until 120 calendar days from date of

opening of bids. Any Bid not accompanied by an scceptlable bid security
shall be rejected by the Procuring Entity as non-responsive.

15, Sealing and Marking of Bids

! In the caze of Framewnrk Agreement, the underaking shall néfer 0 smtering imde comtract with the Procuning Exgity and
furmishing of the performance securtiy ar the performianee securing declamtion within ten {10) calendar days from feceipd of
Motice o Execute Framework Agreement,

4



Each Bidder shall submit one copy of the first and second components of its Bid.

The Procuring Entity may request additional hard copies and/or electronic copies of
the Bid. However, failure of the Bidders to comply with the sald request shall not be a
ground for disqualification.

If the Procuring Entity allows the submission of bids through online submission or
any other electronic means, the Bidder shall submit an electronic copy of its Bid,
which must be digitally signed. An electronic copy that cannot be opened or is
corrupted shall be considered non-responsive and, this, automatically disqualified.

16. Deadline for Submission of Bids

16.1. The Bidders shall submit on the specified date and time and either at its
physical address or through online submission as indicated in paragraph 7 of
the 1B.

17. Opening and Preliminary Examination of Bids

17.1.  The BAC shall open the Bids in public at the time, on the date, and at the place
specificd in paragraph 9 of the IB. The Bidders' representatives who are
present shall sign a register evidencing their attendance.  In case of
videoconferencing, webcasting or other similer technologies will be used,
attendance of participants shall likewise be recorded by the BAC Secretariat,

In case the Bids cannot be opened as scheduled due to justifiable reasons, the
rescheduling requirements under Section 29 of the 2016 revised IRR of RA
Ma. 9184 shall prevail,

17.2,  The preliminary examination of bids shall be governed by Section 30 of the
2016 revised IRR of RA No, 9184,

18, Domestic Preference

18.1, The Procuring Entity will grani a margin of preference for the purpose of
comparison of Bids in accordance with Section 43.1.2 of the 2016 revised IRR
of RA No. 9184,

19.  Detailed Evaluation and Comparison of Bids

19.1. The Procuring BAC shall immediately conduct a detailed evaluation of all
Bids rated “passed” using non-discretionary pass/fail criteria. The BAC shall
consider the conditions in the evaluation of Bids under Section 322 of the
2006 revised IRR of RA No. 9184,

192, [ the Project allows partial bids, bidders may submit a proposal on any of the
lats or itéems, and evaluation will be undertaken on a per ot or item basis, as
the case mavbe. In this case, the Bid Security as required by ITB Clause 15
shall be submitted for each lot or item separately.



20.

21.

19.3,

The descriptions of the lots or items shall be indicated in Seetion VII
(Technical Specifications), afthough the ABCs of these lots or items are
indicated in the BDS for purposes of the NFCC computation pursuant to
Section 23.4.2.6 of the 2016 revised IRR of RA No. 9184, The NFOC must be
sufficient for the total of the ABCs for all the lots or items participated in by
the prospective Bidder.

The Project shall be awarded as one contract.

Except for bidders submitting a commitied Line of Credit from a Universal or
Commercial Bank in leu of its NFCC compautation, all Bids must include the
NFCC computation pursuant to Scction 23.4.1.4 of the 20016 revised IRR of
RA No. 9184, which must be sufficient for the total of the ABCs for all the
lots or items participated in by the prospective Bidder. For bidders submitting
the committed Line of Credit, it must be at least equal to ten percent {10%) of
the ABCs for all the lots or items participated in by the prospective Bidder.

Post-Qualification

20.2.

Within a non-extendible period of five (5) calendar days from receipt by the
Bidder of the notice from the BAC that it submitted the Lowest Calculated
Bid, the Bidder shall submit its latest income and business tax returns filed and
paid through the BIR Electronic Filing and Payment System (eFPS) and other
appropriate licenses and permils required by law and stated in the BDS,

Signing of the Contract

21.1.

The documents required in Section 37.2 of the 2016 revised IRR of RA No.
G184 shall form part of the Contract. Additional Contract documents are
indicated in the BDS.



Section Ill. Bid Data Sheet



Bid Data Sheet

Clause

33

For this purpose, contracts similar to the Project shall be:

a. For the procurement of Expendable Supplies and Services: The Bidder
must have completed a single contract that is similar to this Project,
eguivalent o at Jeast Gfty percent (50%0) of the ABC,

b. Completed within three (3) vears prior to the deadline for the submission
and receipt of bids.

¢. The Supplier must have completed al least (3) projects similar lo a
virtual machine and cloud solubon services.

d. The Supplier must have completed satisfactorily at least (3) projects
similar to the proposed cloud solution.

1.1

Mo further instructions.

The price of the Goods shall be quated DDP to the @85G Building, {34 Amorsofo
51, Lepaspi Village, Makati City or the applicable Imternational Comumerncial
Terms (INCOTERMS) for this Project.

14.1

The bid security shall be in the form of a Bid Securing Declaration, or any of the
following forms amd amounts:

a, The amount of not less than PhpSS,000.00 (o percent (2% of ABCS, if
bid security is in cash, cashier’'s'manager’s check. bank draft/puarantee or
irrevocable letter of credit: or

b. The amount of not less than Phpl 37,500.00 [five percent (3% of ABC] IF
bid security is in Surety Bond.

19.3

The project shall be awarded as one contract with an ABC of Two Million Seven
Hundred Fifty Thousand Pesos Only (Php2,750,000.00) [or the Procarement
of Cloud Flatform for O8SG inclusive of all government taxes and charges,

20.2

Must present the licenses and certifications required in the Terms of Reference,

SERVICE PROVIDER QUALIFICATIONS
» Certifications and other documentary requirements listed
below shall be submitted with the bid proposal in compliance
with Technical Specifications.
# The service provider must have the necessary eligibility,
experience, ard expertise in Fuwid:ing the service, with the
tollowing credentials:

o  The prospective service provider must be at least three

I8




o

o

{3} years as an authorized distributor of the cloud
computing platform, as attested through a signed
manufacturer's certification. In the case of being a
reseller, partner, or dealer, a signed local distributor's
certificabion 18 neaded.

The prospective service provider must have at least one
(1) Agile Project Manager.

The supplier must have at least three (3) Cloud Network
and Security Certified Engineers

The supplier must have at least three (3) Security
Operations Analyst

The supplier must have al least one (1) Cloud Solutions
Architect Expert

The supplier must have at least one (1) Enterprise
Administrator Expert

Service Level Agreement (SLA)
Non-Disclosure Agreement (NDA)

The Cloud Service Provider shall be responsible for
» The prospective service provider must be an authorized distributor
of the cloud computing platform, as attested through a signed
manufacturer's certification. In the case of being a reseller, partner,
or dealer, a signed local distributor's certification is needed.

21.2

Mo further instructions.




Section 1V. General Conditions of Contract



1.

4.

Scope of Contract

This Contract shall include all such items, although not specifically mentioned. that
can be reasonably inferred as being reguired for its completion as it such items were
expressly mentioned herein, All the provisions of BA No. 9184 and its 2016 revised
IRR, including the Generic Procurement Manual, and associated issuances, constitute
the prmary source for the terms and conditions of the Contract, and thus, applicable
in contract implementation. Herein clauses shall serve as the secondary source for the
ferms and conditions of the Contract,

This is without prejudice to Sections 74,1 and 74.2 of the 2016 revised IRR of RA
No. 9184 allowing the GPPB to amend the IRR, which shall be applied to all
procurement activities, the advertisement, posting, or invilation of which were issued
after the effectivity of the said amendment.

Additional requirements for the completion of this Contract shall be provided in the
Special Conditions of Contract (SCC).

Advance Payment and Terms of Payment

2.1, Advance pavment of the contract amount is provided under Annex “D" of the
revised 2016 IRR of RA No, 9184,

1
(e ]

The Procuring Entity is allowed 1o determine the terms of payment cn the
partial or staggered delivery of the Goods procured, provided such parial
payment shall correspond to the value of the goods delivered and accepted in
accordance with prevailing accounting and auditing rules and regulations. The
terms of payment are indicated in the SCC,

Performance Security

Within ten (10) calendar doys from receipt of the Notice of Award by the Bidder from
the Procuring Entity but in no case later than prior to the signing of the Contract by
both parties, the successtul Bidder shall fumnish the performance securily in any of the
forms prescribed in Section 39 of the 2016 revised IRR of RA No. 9184,

Inspection and Tests

The Procuring Entity or its representative shall have the right to inspect and/or to test
the Goods 1o confirm their conformity to the Project specifications at no extra cost
the Procuring Entity in accordance with the Generic Procurement Manual. In addition
to tests in the SCC, Section IV (Technical Specifications) shall specify what
inspections and/or tests the Procuring Entity reguires, and where they are to be
conducted. The Procuring Entity shall notify the Supplier in writing, in a timely
manner, of the identity of any representatives retained for these purposes.

All reasonable facilitics and assistance for the inspection and testing of Goods.
including access to drawings and production data, shall be provided by the Supplier o
the authorized inspectors at no charge to the Procuring Entity,



Warranty

6.1. In order to assure that manufacturing defects shall be corected by the
Supplier, & warranty shall be required from the Supplier as provided under
Section 62,1 of the 2016 revised [RR of BA Mo, 9184,

6.2. The Procuring Entity shall promptly notifv the Supplier in writing of anv
claims arising under this warranty, Upon receipt of such notice, the Supplier
shall, repair or replace the defective Goods or parts thereof without cost 1o the
Procuring Entity, pursuant to the Generic Procurement Manual.

Liability of the Supplier

The Supplier's liability under this Contract shall be as provided by the laws of the
Republic of the Philippines.

If the Supplier is a joint venture, all partners to the joint veniure shall be jointly and
severally liable to the Procuring Entity,



Section V. Special Conditions of Contract
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Special Conditions of Contract

GOC
Claunse

| Delivery of the Goods shall be made by the Supplier in accordance with the terms

“The service required by the Contract shall be rendered at the OSG Building, 134
Amorsole St., Legaspi Village, Makati City as well as in other properties rented by
the OSG as its office premises. Risk and title will pass from the Supplier to the
Procuring Entity upon receipt and final acceptance of the Goods at their final
destination,”

Delivery and Documents -

For purposes of the Contract, “EXW.” “FOB." “FCA." “CIF,” “CIP," “DDP" and |
other trade terms used to describe the obligations of the parties shall have the
meanings assigned to them by the current edition of INCOTERMS published by the
International Chamber of Commerce, Paris. The Delivery terms of this Contract
shall be as tollows:

[For Goods supplied from abroad state:] “The delivery terms applicable to the
Contract are DDP delivered to OSG Building, 134 Amorsolo Si., Legaspi Village,
Makari Cify. In accordance with INCOTERMS."

[For Gouds supplied from within the Phillppines, state:] “The delivery terms
applicable to this Contract are delivered wo OSG Building, 134 Amorsols SI.,
Legaspi Village, Makati City. Risk and title will pass from the Supplier 1o the
Procuring Entity upon receipt and final acceptance of the Goods at their final
destination.”

specified in Section VI (Schedule of Reguirements).

For purposes of this Clause the Procuring Entity’s Representative at the Project Site
15 the Suppiies Section of the Administrative Division.

Incidental Services —

The Supplier is required to provide all of the following services, including
additzonal services, if any, specified in Section V1. Schedule of Requirements:

a.performance or supervision of on-site assembly and/or start-up of the
supplied Goods;

b furnishing of tools required for assembly and/or maintenance of the
supplied Goods;

c.furnishing of a detailed operations and maimenance manual for each
appropriate unit of the supplied Goods;




d.performance or supervision or maintenance and/or repair of the supplicd
Croods, for a period of tme agreed by the parties, provided that this
service shall not relieve the Supplier of any warranty obligations under
this Contract; and

e.training of the Procuring Entity's personnel, at the Supplier's plant and/or
on-site. in assembly, start-up, operation, maintenance, and/or repair of
the supplied Goods.

The Contract price for the Goods shall mclude the prnces charged by the Supplier
for incidental services and shall not exceed the prevailing rates charged to other
parties by the Supplier for similar services.

Spare Parts -

| The Supplier is required to provide all of the following materials, notifications, and
information pertaining to spare parts manufactured or distributed by the Supplier;

Packaging -

The Supplier shall provide such packaging of the Goods as is required to prevent
their damage or deterioration during transit to their final destination, as indicated in
this Contract. The packaging shall be sufficient to withstand, without limitation,
rough handling during transit and exposure 1o extreme temperatures, sall and
precipitation during transit, and open storage. Packaging case size and weights
shall take into consideration, where appropriate, the remoteness of the Goods® final
destination and the absence of heavy handling facilities at all points in transit.

The packaging, marking, and documentation within and outside the packages shall
comply strictly with such special requirements as shall be expressly provided for in
the Contract, including additional requirements, if any, specified below, and in any
subsequent instructions ordered by the Procuring Entity,

The outer packaging must be clearly marked on at least four (4) sides as follows:

Mame of the Procuring Entity
Name of the Supplier

Contract Deseription

Final Destination

Gross weight

Any special lifting instructions




Any special handling instructions
Any relevant HAZCHEM classifications

A packaging list identifving the contents and quantities of the package is to be
placed on an accessible point of the outer packaging if practical. If not practical the
packaging list is to be placed inside the outer packaging but cutside the secondary

packaging,
Transportation —

Where the Supplier is required under Contract o deliver the Goods CIF, CIP, or
DDP, wransport of the Goods to the port of destination or such other named place of
destination in the Philippines, as shall be specified in this Contract, shall be
arranged and paid for by the Supplier, and the cost thereof shall be included in the
Contract Price.

Where the Supplier is required under this Contract to transport the Goods to a
specified place of destination within the Philippines, defined as the Project Site, |
transport to such place of destination in the Philippines, including insurance and
storage, as shall be specified in this Contract, shall be arranged by the Supplier, and
related costs shall be included in the contract price.

Where the Supplier is required under Contract to deliver the Goods CIF, CIP or
DDP, Goods are to be transported on carriers of Philippine registry. In the event
that no carrier of Philippine registry is available, Goods may be shipped by a carrier
which is not of Philippine registry provided that the Supplier obtains and presents
to the Procuring Entity certification to this effect from the nearest Philippine
consulate to the port of dispatch. In the event that carriers of Philippine registry are
available but their schedule delays the Supplier in its performance of this Contract
the period from when the Goods were first ready for shipment and the actual date of
shipment the period of delay will be considered force majeure. |

The Procuring Entity accepis no liability for the damage of Goods during transil
other than these prescribed by INCOTERMS for DDP deliverdes. In the case of
Goods supplied from within the Philippines or supplied by domestic Suppliers risk
and title will not be deemed to have passed to the Procuring Entity until their
receipt and final acceptance at the final destination.

Intellectual Property Rights —

The Supplier shall indeminify the Procuring Entity against all third-party ¢laims of
infringement of patent, trademark, or industrial design rights arising from wuse of the
Goods or any part thereof.

s il
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Payments are governed by the necessary auditing and accounting rules,

Supplier agrees to be paid based on a progressive billing scheme as
follows:

. Within thirty (30} days from completion of the delivery and issuance
of the Inspection and Acceptance Report by the OSG, and
submission of all other required documents - 93% of the contract
price.

. One (1) vear from the issuance of the Inspection and Acceptance
Report by the OSG - 5% of the contract price.

Mo further instructions.

ar




Section V1. Schedule of Requirements

T'he delivery schedule expressed as wecks'months stipulates hereafter a delivery date which
is the date of delivery to the project sife.

Ifem . _ Delivered,
N, Description Quantity | Total WeeksMonths |

The Bidde st
Procurement of Cloud Platform for £ ‘-':1’1&';1 |
08 not excee i

ten days (10)
days delivery
lead-time upon
receipt of the
MNotice to
 Proceed (NTP)




Section VII. Technical Specifications



Technical Specifications

liem

Specification

Statement of Compliance

[ Biglchers muxt state fere either “Comply ™
or “Nat Comply” against each of the
imdivichur!  parameters af  each
Specification  stating  the  corvespongding
performance pavameter of the equipment
affered. Srarements of Complye™ or " Nog
Comply " must be supported by evidence
in a Bidders Bid and crass-referenced to
that evidence.  Evidence shall be in the
Sfarm af mamifacturer s un-amended soles
liferature, unconditional statements of
specification and compliance issued by the
marnfaciurer, samples, independent Lest
daria eie., a8 apprapriaie. A starement thet
i nod supporied b oevidence or 6s
| sntseguenily found to be comtradicied by
the evidence presented will rendar the Bid
under evalwation lable for refection. A
statement either in the Bidder's siamemen
of complianee or the supporting evidence
that i found to be false either during Bid
evaluation,  posi-gualification  or  the
excention of the Contract may be regarded
oy fromedlent and render the Bidder or
supplier liable for prosecution subject io
the applicable laws and issuances. |

i




Terms of Reference
CLOUD PLATFORM FOR OSG

A, CLOUD REQUIREMENTS

Rationale

In compliance with the Government's “"Cloud First Policy” mandate, the
Oifice of the Solicitor General is planning to use cloud computing to enable
ubiquitous, convenient, on-demand network access to a shared pool of configurable
compuling resources (e.g., networks, servers, storage, applications, and services) that
can be rapidly provisioned and released with minimal management effort or service
provider interaction,

This i1s in adherence to the requirement to partially replace the antiquated
server and backup infrastructure of OSG, This cloud migration will help the agency
reduce ICT acquisition and operation costs, achieve operational excellence, reduce
security gaps, increase emplovee productivity, and develop excellent online services.

The Renewal of Cloud Computing Services subscription period shall be
twelve (12} months from May 31, 2023,

The subscription to cloud computing services will maintain the performance
and functionality of its systems and ensure its compatibility with the existing setup
of O5G application systems and databases, Hence, reference to brand names is
authorized under Section 18 of 2016 Revised IRR of RA 9184, which provides that
“reference to brand names shall not be allowed except for items or parts that are
compatible with the existing fleet of equipment of the same make and brand, and to
maintain the performance, functionality and wseful life of the equipment.”
{Emphasis supplied)

1. AVAILABILITY

The online subscription to the cloud computing platform shall be made
available 24/7 to the authorized users of the OSG throughout the entire duration of
the 1-yr subscription.

2. 5COFPE OF SERVICES
The web hosting service and standard web hosting support service provider
shall:
* Supply and deliver the required services stipulated in the Purchase
Request

* The cloud service provider, through ils local counterpart technical
support, will be responsible for provisioning the required cloud platform,
services, and associated licenses with the following specifications to
ensure compatibility with OSG continuous services follow:

1



Reguirements

Compliance

Capability to contrel the distribution of
traffic  across  application  endpoint.
Continuous monitoring ol endpoint health
and status

Provide public [P resources to
communicate with other clond resources,
| on-premises networks, and the internet

Inclusion of a unified securily
management  platform  that  includes

workloads, and security threat blocking
through access and applicabion control

F:i'imq.r

2012 (RA 10173), must offer continuous
security health monitoring for the entire
cloud environment

Scalable
Resources

security  health monitoring of cloud |

Must adhere to the Data Privacy Act of |

Provide the capability to increase/ decrease
resources as needed to support any
periods of unpredictable resource usage.
Scalable  resources  must  include
Bandwidth, Servers, Storage, and Database
| instances

Vendor Support

| Virtual machine  availability and
connectivity must be at least 99% up all the
time

3. MINIMUM REQUIRED SPECIFICATIONS / FEATURES

[
DESCRIFTION

| Statement
Compliance

GENERAL REQUIREMENTS

1. Hosting the cloud-based systems developed and
implemented by the OSG.

nf-

2. Fully compatible and integrated with the existing cloud-
hosting platform of OSG.

3. Fully compatible to integrate with OSG's existing on-
premises environment.

4. First-party single sign-on capability with OSG's identity and
ACCESS Management service

3. The proposed cloud solution must be in the “leader’s

x




quad:a.nt'; in Infrastructure Services in the Gartner Magic
Cuadrant 2021

6. The solution must be in an Infrastructure-as-a-Service
environment and Pladorm-as-a-Service Enwironment

Continuously use the existing 05G tenant account

S

The selution must support Platform as a Service - it
provides a platform allowing one to develop, run and
manage applications without the complexity of building and
maintaining the infrastructure.

9. The solution should enable seamless resource, workload
movement from cloud source to destinabion.

10. The cloud service provider offers better security for
applications and data than the security would attain in-
house,

11. The solution must have an laaS that provides all the
infrastructure to support web apps, including storage, web
and application servers, and networking resources,

12. The solution must have a framework for easily building and
customizing cloud-based applications

13. The solution must support geographically distributed
development teams

| 14, The solution must efficiently manage the apphication
lifecycle

15. The solution must have an laa5 that makes it quick and
economical to scale dev / test environments up and down.

16. The solution must 5impifﬁ,- the planning and management
of backup and recovery systems.

17. The solution must have a Web Application Firewall (WAF),

18, The solution must have a Managed DNS,

19, The solution must have a ]Eanaged SQL database in the
cloud.

20, The solution must have Microsoft Defender for the cloud

21. All data at rest and in transit must be encrypted.

22. The solution must have a DevOps tool

23. The solution must have equivalent server specifications

13



based on the existing solution.

24, The solution must retadn the current fully qualified domain
naAme

25, The soluton must be capable and compatible with hosting
the existing cloud environment

26. The cloud SOL database must be accessible anywhere to
update the table contents but must have proper security
TEASUTes.

27. The solution must have an interactive Graphical User
Interface (GUI) accessible in any location, allowing the cloud
administrators and development teams bo conveniently
access, manage, provision, and modify all cloud services
and components instantly and securely. Multi-factor
Authentication is recommended.

2B, The solution must have monitoring tool/'s for application
performance, analytics, system health, and diagnostic logs.

29, The winning bidder must provide As-Built documentation
or manual, including testing results.

30, The wirming bidder will be responsible for migrating
instances and workloads from MS Azure to another
provider if the present platform or provider differs from the
hosted solution.

SECURITY REQUIREMENTS

1. Security has the feature of continually assessing the security
posture, tracking new security opportunities, and precisely
reporting progress,

4 Security can secure the workloads with step-by-step actions
that protect the workloads from known security risks.

3. Security can generate a secure score for vour subscriptions
based on an assessment of your connected resources

including Azure App Service, Azure SQL, Azure Storage
Account, and more dala services.

2. security can defend the workloads in real-time so can react
immediately and prevent security events from developing.

6. The security has advanced threat protection features for
virtual machines, SQI. databases, containers, weh

14




applications, vour network, and more

7. security can help limit exposure to brute force attacks.

8. The security has capabilities that help automatically classify
data in Azure SOL.

WEB APPLICATION FIREWALL

1. Must have protection against web vulnerabilities and
attacks.

2 Must be capable of protecting multiple websites or
applications.

3. WAF Policies must be customizable for cach web
applicabion.

4. Protection against malicious bots and [Ps.

5. Must have protection against common attacks such as SQL
Injection, cross-site scripting, command injection, HTTP hi-
jcking, HTTP protocol violation and anomalies, crawlers,
and scanners.

. Must have geo-location filtering.

7. Must be capable of inspecting JSON and XML

8. Must be integrated and configured with the centralized
monitoring tool for centralized monitoring,

9. Must have customizable rules/ policies to suit application
requirements

100 Must havﬁ%ging and monitoring that can be saved or
imported to PDF for printing.

11. Must be integrated and configured with the centralized
monitoring tool,

INFRASTRUCTURE

1. Must have a financially backed service level agreement
(SLA) that guarantees monthly availability,

2. Must provide preferential discounts for Virtual Machine
services lor securing longer term consumption and Bring
Your Own License (BYOL) with corresponding software
maintenance program.

3. Must provide extended security updates for Windows
Server 2008 and SOL Server 2008 workloads moving to the

is



cloud without additonal cost.

. Must provide additional ig.'ear extended security updates
for Windows Server 2012 and SQL Server 20012 workloads
moving to the cloud with additional cost.

Cloud Resources
#» Bill of Materials

Service
type

Custom | Region

Mame

Description

Application
Gateway

Southeast
Asia

App Service '

Southeast
Asia

Web Application
Firewall V2 tier, 734
Fixed gateway Hours, 5

_C}H_Dﬂ.ta transker

Free Tier; 1 F1 (I Core(s),
1 GB RAM, 1 GB Storage)
x 73 Hours; Linux OS5

App Service

Southeast
Asia

Premium V2 Tier: 1 P1V2
(1 Core(s), 3.5 GB RAM,
250 GB S—'tﬂrage‘ll W 2al
Hours; Linux OS; ( SNI
S5L Connections; 0 [P
551 Connections

App Service

Database
for MySQL

Database
for MySOL

Southeast
Al

Standard Tier; 1 51 (1
Care(s), 1.75 GB RAM, 50
B Storage) x 730 Hours;
Linux OS; 0 SNI SSL
Connections; 0 1P S5L
Connechons

——

Southeast
Asia

Flexible Server
Deployment, Burstable
Tier, 1 Bls (1 vCores) x
730 Hours, 20 GB Storage
with LRS redundancy, 0
Additional 10PS, 0 GB
Additional Backup
storage with LRS

Southeast
Asia

Single Server
Deployment,  General
Purpose Tier, 1 Gen 5 (2
vCore} x 730 Hours, 50
GB Storage with ZRS

i



redundancy, 0  GB
Additional Backup
storage - LES
redundancy

DN5

Zone 1, DNS, Private; 2
hosted DNS  zones, 0
DNS queries

Front Door

Front Door Standard -
Base instance included, 5
GB Data Transfer Out to
Client, 5 GB Data
Transfer In to Origin, 0 x
10,0000 Requests

7 Basic Plan license
users, (0 Basic + Test
Flans license users, Free
tier - 1 Hosted
Pipeline(s), 1 Self Hosted
Pipeline(s), 0 GB
Artifacts, 0 VUMs

Backup

Southeast
Axin

VMs, 5 Instance(s) x 1
TB, GRS Redundancy,
Moderate Average Daily
Churn, 1 TB Average
monthly snapshot usage

| data

Bandwidth

| Inter-Region transler

type, 1000 GB outbound
data transfer from
Southeast Asia o East
Asia

Storage
. Accounts

Southeast

Block Blob Storage, Blob
Storage, Flat Namespace,
LRS Redundancy, Cool
Access  Tier, 1,000 GB
Capacity - Pay as you go,
L0000 x 10000 Write

| operations, 1,000 x 10,000

List and Create

| Container  Operations,

1000 x 10000 Read
operations, 1,000 x 10,000
Other operations. 100 GB

3T




Data Retrieval, 100 GB
Diata Wite

IP
Addresses

Southeast

Standard (ARM), 1 Static
I Addresses X 730
Hours, 0 Public I[P
Prefixes X 730 Hours

Key Vau It

Southeast
Asia

Vault: 553 operations, 0
advanced operations, 0
renewals, 0 protected
keys, 0 advanced
protected keys; Managed
HSM Pools: (0 Standard
Bl HS5M Pool(s) x 730
Hours

Defender
for Cloud or
equivalent

Southeast

Defender for Cloud or
equivalent, by Resource;
00 Plan 1 server x 730
Hours, 1 Plan 2 servers x
730 Hours, 0 Container
vCores x 730 Hours, 4
App Service nodes x 730
Hours, 0 SOL Database
servers on Azure, (0 S0L
Database servers outside
Azure x 730 Hours, 0
MySQL  Instances,
FostgreSOL Instances, 0
MauariaDB Instances x 730
Hours, Cosmos DB 0
=100 RU/s x 730 Hours,
40 Storage accounts x 730
Hours with 1 mullion
total overage af
fransactions across cach
storage account, 760 Key

' Wault transactions, 1 x 1

million ARM API calls, 1

- % 1 million DNS queries

Bandwidth

Internet egress, 2000 GB
outbound data transfer
from Soutlheast Asia
rottbed  wvia  Microsoft |
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Global Network

| Storage
Accounts

Southeast
Asia

Managed . Disks,
Standard HDD, S10 sk
Type 1 Disks; Pay as vou
EI.'.I

Storage
Accounts

iSnurl'nm
|

Storage
Accounts

Southeast
Asia

Managed Diisks,
Standard HDD, 530 Disk
Type 5 Disks; Pay as vou
4l

P&ge blobs {(Unmanaged
Disks inclhuded),
Standard, LES
Redundancy,  General
Purpose V2, 100 GB
Capacity, 100 Operations
for Unmanaged Disks, 4
Write operations for
Paﬁu Blobs, 0 Write
additional 10 units, 9
Read operations for Page
Blobs, 0 Read additional
10 units, 10,000 Delete
_ operations for Page Blobs

Storage
Accounts

| Sputheast
Asia

Storage
Accounts

Euulhaa:it.
Asia

| Table Storage, Standard,

LES Redundancy, 100
| GB Capacity, 299
| Storage transactions

Block Blob Storage, Blob
Storage, Flat Namespace,
LES Redundancy,
Archive  Access  Tier,
1,000 GB Capacity - Pay
as you go, 0 x 10,000
Write operations, 0 x
10,000 List and Create
| Container Operations, 0
x 10,000 Read operations,
100000 Archive High
i Priority Read, 0 x 10,000
| Other operations. 0 GB
| Data Retrieval, 1,000 GB
!Arch.'we High Priority
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Storage

Accounts

| Retrieval, 1,000 GB Data
Write

| Southeast | Block  Blob  Storage,

Asia General Purpose V2, Flat
Namespace, LRS
Redundancy, Hot Access
Tier, 100 GB Capacity -
Pay as vou go, 15 x
10,000 Write operations,
14 = 10,000 List and
| Create Container
ic:pemﬁuns, 0 x 10,000
| Read operations, 0 x
1000 Other operations.
1,000 GB Data Retrieval,
1,000 GB Data Write

Virtual
Machines

Southeast 1 A4 v2 (4 Cores, 8 GB
Asia - RAM) x 730 Hours (Pay

fas vou go), Windows
(License included), OS5
Only: 1 managed disk -
E1D; Inter Region transfer
type, 5 GB outbound
data  transfer  from
Southeast Asia to East
Asin

Virtual
MNetwork

Southeast Asia (Virtual
MNetwork 1) 100 GB
Cutbound Data Transfer;
Southeast Asia (Virtual
Network 2): 100 GB
Outbound Data Transler

VPN
Gateway

Southeast | VPN Gateways, VpnGwl
Asia tier, 730 gateway hour(s),
0 additional S25 tunnels
| (beyond nchuded

)



B.

C

D.

E.

amount), 0 additional
P25 connections {beyvond
included amount), 0 GB,
Inter-VNET VPN

jateway type

SUBSCRIFTION DURATION
12 months subscription as an upfront monetary commitment, with usage-
based consumption. “Top-up” enabled for additional commitment balance anybme

if required.

FPRODUCT SUPPORT REQUIREMENT

Ome (1) year standard support

For technical assistance, the contact person would be designated by the
subscription provider and support throogh email/online/ phone for the
entire duration of the subscription with complete end-to-end customer
management such as value-added services, provisioning, management,
billing, and technical support from the service provider. The contact
person may be required to visit 056 if deemed necessary,

The winning bidder must provide 8x5 technical support through
unlimited phone, email, remote, and chat.

Must have a h.'lgh priority level for the Cloud Provider Technical E'UFI]:::J:rl'
available 8x5 with unlimited phone, email, remote, and chat assistance.

The winning bidder will provide technical support covering the following
but not limibed to:

o Onlime incident submission

o Less than 4 hours response lime upon receipt of the request from
O5G.

o Consulling services on azure related support and services,

Furnish O5G the monthly data usage/ consumption report.

APFROVED BUDGET OF CONTRACT (ABC)
The amount of ABC is two million seven hundred fifty thousand pesos (PHP
2,750,000.00) inclusive of all government fees, and bank transfer fees.

PRICING AND QUOTATION

The quoted price must include all taxes due o national and local

governments; however, il a lransfer of funds through authorized banks will be
executed, all charges applicable shall be shouldered by the service provider.
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Terms of payment are yearly, one-time payment, based on the submission of
the Agency Procurement Request with proof of payment.

F. DELIVERY

The subscription shall be provided to OSG before the anniversary date of its
existing cloud platform (May 31, 2023) after receiving NOA and NTP.

The Supplier shall demonstrate that the requirements specified by OSG are
properly provisioned and configured, including all the necessary migration and

customizabion.

G. KENOWLEDGE TRANSFER
« The Supplier shall provide Administration training for the proposed cloud
solution for 10 participants.

* The training shall be conducted face-to-face, led by a Certified
Engineer/ Trainer, In the event that a Certified Engineer/Trainer is not
available locally, online/virtual training shall be allowed, provided that
learning  tools amd materials shall be accessible/provided to the
participants.

H. SERVICE PROVIDER QUALIFICATIONS
® Certitications and other documentary requirements listed below shall be
submitted with the bid proposal in compliance with Technical
Specifications.

&  The service provider must have the necessary eligibility, experience, and
expertise in providing the service, with the following credentials:

5]

The prospective service provider must be at least three (3) vears as
an authorized distributor of the cloud computing platform, as
attested through a signed manufacturer's certification, In the case of
being a reseller, partmer, or dealer, a signed local distributor's
certification is needed.

The Supplier must have completed at least {3) projects similar to a
virtual machine and cloud solution services.

The Supplier must have completed satistactorily at least (3) projects
similar to the proposed cloud solution.

The prospective service provider must have at least one (1) Agile
Project Manager.

The supplier must have at least three (3) Cloud Network and
Security Certified Engineers

The supplier must have at least three (3) Security Operations
Analyst



o The supplier must have at least one (1) Cloud Solutions Architect
Expert

o The supplier must have at least one (1) Enterprise Administrator
Expert

o Service Level Agreement [SLA)

o Non-Disclosure Agreement (NDA)

The Cloud Service Provider shall be responsible for the following:
¢ Provide one (1) vear of support services.

* The prospective service provider must be an authorized distributor of the
cloud computing platform, as attested through a signed manufacturer's
certification. In the case of being a reseller, partner, or dealer, a signed local
distributor's certification is needed.

» The prospective service provider must provide knowledge transfer after the
project implementation.
ESSENTIAL CHARACTERISTICS OF CLOUD COMPUTING | Compliance |
PLATFORM |
On-demand  Self-service. Unilaterally provision computing | |
capabilities, such as server time and network storage, as needed
automatically without requiring human interaction with CSP.
Broad Network Access. Capabilities are available over the network
and accessed through standard mechanisms that promote use by
heterogeneous thin or thick client platforms (e.g., mobile phones,
tablets, laptops, and workstations).
Resource Pooling. The provider's computing resources are pooled to
serve multiple consumers using a multi-tenant model, with different
physical and virtual resources dynamically assigned and reassigned
according to the agency’s demand. There is a sense of location
independence since the government agency generally has no control
or knowledge over the exact location of the provided resources but
may be able to specify the location at a higher level of abstraction
(e.g., country, state, or data center). Examples of resources include
storage, processing, memory, and network bandwidth.
Rapid Elasticity. Capabilities can be elastically provisioned and
released, in some cases, automatically, to scale rapidly outward and
inward commensurate with demand. Te the end-user, the
capabilities available for provisioning often appear to be unlimited
and can be appropriated in any quantity at any time. '
Measured Service. Cloud systems automatically control and
optimize resource use by leveraging a metering capability at some
| level of abstraction appropriate to the type of service (e.g, storage,
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processing, bandwidth, and actve user accounts). Resource usage
can be monitored, controlled, and reported, providing transparency
for both the provider and consumer of the utlized service.

SECURITY

The CSPs should meet international security standards and should

Data that can be migrated 1o the public cloud will need to meet
security requirements for accreditation and be verified by
mternationally recognized security assurance frameworks. Accepted
international security assurance controls include 150/ TEC 27001 and
27018, Service Organization Controls Report (50C) 1 and 2, and the

Payment Card Industry Data Security Standard (PCl DSS). Data will
be encrypted using industry-tested and accepted standards and
| algorithms, such as AES (128 bits and higher

TERMS OF PAYMENT

| Compliance

Supplier agrees to be paid based on a progressive
billing scheme as follows:

. Within tharty (30) days from completion of the
delivery and issuance of the Inspection and
Acceptance Report by the OSG, and
submission of all other required documents -
95% of the contract price.

’ One (1) year from the issuance of the
Inspection and Acceptance Report by the OSG
- 3% of the contract price.

DELIVERY

Compliance |

| 10 Days upon receipt of NTP

Knowledge transfer and training for end users {IT)

Training within the 10-day period delivery period.




Section VIII. Checklist of Technical and
Financial Documents
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Checklist of Technical and Financial Documents

TECHNICAL COMPONENT ENVELOPE

Claxy “A" Documenty

Legal Dueumenis

O (&)

Valid PhilGEPS Registration Certificate (Platinum Membership) (all pages)
in accordance with Section 8.5.2 of the IRR;

Technical Docunments

O (b

O &

Statement of the prospeéctive bidder of all its ongoing govermment and
private contracts, including contracts awarded but not vet started, if any,
whether similar or not similar in nature and complexity to the contract to be
bid: and
Statement of the bidder's Single Largest Completed Contract (SLCC)
similar to the contract to be bid, except under conditions provided for in
Sections 23.4.1.3 and 23.4.2.4 of the 2016 revised IRR of RA No. 9184,
within the relevant period as provided in the Bidding Documenis; and
Original copy of Bid Security. IT in the form of a Surety Bond, submit also
a certification issued by the Insurance Commission or Original copy of
Notarized Bid Secunng Declaration; and
Conformity with the Technical Specifications. which may include
production’delivery  schedule, manpower requirements, and'or after-
sales/parts, if applicable: and
Original duly signed Omnibus Sworn Statemen {OS5) and if applicable,
Original MNotarized Secretary’s Certificate in case of a corporation,
partnership, or cooperative; or Original Special Power of Anemey of all
members of the joint venture giving full power and authority w its officer
to sign the OS5 and do acts 1o represent the Bidder,

Financlal Documerits

O (g

o f(hi

o i

The Supplier’s audited financial statements, showing, among others, the
Supplier's total and current assets and liabilities, stamped “received™ by
the BIR or its duly accredited and authorized institutions, for the preceding
calendar year which should not be carlier than two (2) vears from the date
of bid submission; and

The prospective bidder's computation of Net Financial Contracting
Capacity (NFCC) _or A committed Line of Credit from a Universal or
Commercial Bank in lieu of its NFCC computation.

Claxs “B” Documients

If applicable. a duly signed joint venture agreement (JVA) in case the joim
venture is already in existence or duly notarized statements from all the
potential joint venture partners stating that they will enter into and sbide
by the provisions of the JVA in the instance that the bid is successful.
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. FINANCIAL COMPONENT ENVELOPE

O
O

()
(k)

Original of duly signed and accomplished Financial Bid Form: and
Ciriginal of duly signed and accomplished Price Schedule(s).

Cither documentary reguirements under 84 No, 9184 fas applicable)

O

i

im}

[For foreign bidders claiming by veason of thelr country 's extension of
reciprocal rights fo Fifipinos] Cenification from the relevant government
office of their country stating that Filipinos are allowed o participate in
government procurement activities for the same item or product.
Certification from the DTI if the Bidder claims preference as a Domestic
Bidder or Domestic Entity.
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